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 The use of Electronic Health Records (EHR) in healthcare has the potential of 
reducing medical errors, minimizing healthcare cost and significantly improving 
the healthcare service quality. However, there is a barrier in healthcare data and 
information exchange between various healthcare systems due to the lack of 
interoperability. Also, with the implementation of EHR system, there are security 
and privacy concerns in the storage and transferring data entities.  The healthcare 
interoperability problem remains an issue of further research and this paper 
proposes a semantic interoperability framework for solving  this problem by 
allowing healthcare stakeholders and organizations (doctors, clinics, 
hospitals)using various healthcare standards to exchange data and its semantics, 
which can be understood by both machines and humans. Moreover, the proposed 
framework takes into consideration the security aspects in the semantic 
interoperability framework by utilizing data encryption and other technologies to 
secure the communication for the EHR information while ensuring real time data 
availability. 
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I.  INTRODUCTION 
Recently, there is a gradual paradigm shift in the 
healthcare sector to gradually migrated   paper-based   
patient   medical   records to digital electronic ones 
through the implementation of Electronic Health 
Records (EHR) systems [1]. Various EHR standards 
exists like IEEE [2], DICOM [3], LOINC, SNOMED 
CT [4], HL7 [5] and FHIR [6].However, even with the 
introduction of EHR and its diver’s standards, 
healthcare systems are still isolated from each other 
without much collaboration and interoperability 
between them [7]. Interoperability of EHR is defined in 
Health Information Management System Society 
(HIMSS) as “the ability of two or more applications 
being able to communicate in an effective manner 
without compromising the contents of transmitted 
EHR” [6].  The data of EHR can be shared within 
different units of hospitals, between different 
laboratories and external agencies such as insurance 
and other research units [2]. A major goal of 
interoperability in healthcare is to facilitate the 
exchange of healthcare related data generated by 
different platforms. As such, an environment is needed 
to support interoperability, secure the transfer of data, 
enable easy access of patient’s records and reduce 
medical errors hence less casualties; thereby reduce 
healthcare cost and delays in healthcare service 
provision [2].  
Some of the issues that require attention to achieving 
complete interoperability of EHR systems are as 
follow: [1]  
 Partial mapping from multiple sources. 
 Need of user intervention.  
 Setting of standards/Guidelines. 
 Addressing contextual constraints.  
 Existence of semantic differences in attributes.  
 Platforms for semantic interoperability.  
 Ontology mapping; interpreting medical 
terminologies.  
In the context of interoperability, the key security issues 
are with whom to share; how to share and where to 
share that EHR data with such that no unauthorized 
access can be made to any data [8][9][10].Another 
important challenge is control the access of required 
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data to only authorized person [11]. Moreover, ensuring 
confidentiality and privacy of patient’s sensitive health 
data shared within the departments of one hospital as 
well as between different hospitals is another challenge 
to be addressed. Hence, there is a need to define a 
framework that addresses both the interoperability and 
security issues in electronic health records [12].In this 
paper, a semantic interoperability framework for 
solving the healthcare interoperability problem is 
proposed. The framework allows different healthcare 
organizations and users (doctors, clinics, hospitals) to 
exchange data and its semantics that can be understood 
by both machines and humans. In addition, the 
proposed framework takes into consideration the 
security aspects of the semantic interoperability 
framework by utilizing data encryption and other 
technologies framework to secure the communication 
for the EHR information exchange while ensuring real 
time data availability. The paper is structured as 
follows, Section 2 describes the related work in terms 
of Healthcare interoperability and the security measures 
in EHR. Sections 3 describe the proposed 
Interoperability framework including the encryption 
algorithm together with malicious traffic filtering 
model. Finally, Section 4 gives the concluding remarks. 
II.  MATERIALS AND METHODS 
A.  Related Work: 
1 Interoperability: 
Authors in [11]explained that achieving semantic 
interoperability required user intervention, thus limiting 
the possibility of controlling and managing secured 
sharing of EHRs dynamically. Syntactic 
interoperability on the other hand has low-level 
technical issues such as formats, schema and protocols 
that can be resolved using various techniques and 
approaches. Semantic interoperability requires different 
levels of integration in inter as well as intra 
organizations and is difficult to obtain. Also, it is 
observed that healthcare domain exhibits data having 
high sensitivity in terms of required security. Moreover, 
the need of EHR security differs from person to person 
or case to case. Hence, a dynamic and robust technique 
or approach must be appropriately selected for 
permitting secured sharing of sensitive health data in 
disparate interoperable healthcare domain. Authors in 
[13][14], developed a model based on ontology for 
interoperability between heterogeneous systems, 
focusing on modelling, structuring, representing data 
along with interoperability. There are various ways to 
model and represent data, however, they lack in 
providing full interoperability. Authors in [15]argued 
that EHR solutions were complex, spanning multiple 
specialties and domains of expertise. Furthermore, 
these systems required to handle clinical concepts, 
temporal data, documents, and financial transactions, 
which would lead to a large code base being tightly 
coupled with data models and inherently hard to 
maintain. These difficulties can greatly increase the cost 
of developing EHR systems, resulting in a high failure 
rate of implementation, and threatening investments in 
this sector. Moreover, due to the wide variance in the 
level of details across different settings, data exchange 
is becoming a serious problem, further increasing the 
cost of development and maintenance. Authors in 
[16][17]stated that Semantic interoperability is of prime 
importance for healthcare systems to communicate with 
each other and provide better healthcare facilities to 
patients. Ontology matching tools were proposed to 
resolve data level heterogeneities between different 
healthcare standards and achieve message schema level 
conversion. Services based on ontology matching helps 
healthcare systems to communicate with any other 
system. Therefore, focus will be on working towards 
establishing more accurate mapping services and more 
detail level interaction study of existing healthcare 
Standards mapping services based on Service Oriented 
Architecture (SOA).Authors in [18] presented an 
architectural model with an agent–based middleware to 
enhance collaborative virtual environments with 
interaction interoperability facilities. The heterogeneity 
of user interfaces was handled through an interface 
standardization performed at a middleware level, so 
each user is able to choose his favorite coupling of input 
device and interaction technique to perform an 
interaction task. 
2 Security: 
Authors in [19] proposed a new way to provide data 
security, privacy and authentication on different cloud 
models, especially in public cloud model by placing a 
new layer between client and service provider. The 
paper used the asymmetric public key cryptography 
algorithm with key management to provide and ensure 
the authentication between client and service provider 
as well as data encryption. However, this did not 
resolve the challenge of maintaining patient privacy, 
when contents can be accessible from multiple devices 
like smart phones/tablets, PCs and iPod etc. Authors in 
[20],  utilized attributes based encryption to store and 
securely access the patient records on a public server. 
The proposed solution focused on enhancing privacy, 
enabling scalability of key management, flexible access 
of data to data owners and public users, policy updates 
and revocation of users. The authors argued that 
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attributes-based encryption would provide more access 
control over data as compared to the role-based 
encryption and proposed using homomorphism split 
key encryption to verify trustworthiness of system in 
the future. Authors in [21] proposed a novel framework 
for sharing personal health records securely in cloud 
environment. They divided personal health records into 
multiple domains and described multiple types of 
Personal Health Records (PHR) owner scenarios to 
reduce the complexity of key management. The main 
idea behind their framework was to use attribute 
predicated encryption technique to encrypt personal 
health record file and access to the file is made available 
to the users. Although the paper mentioned that the key 
distribution would be managed by an application logic 
server, it is very unclear, how keys would be generated 
and shared among stakeholders. Authors in [22] 
proposed a novel patient centric framework and a 
mechanism for data access control to PHRs stored in 
semi-structured servers. The authors claimed that the 
proposed scheme was more efficient than other 
methods since its cipher text size, public and private key 
size was smaller, easier to generate and more cost 
effective. The authors proposed to combine other 
privacy-enhancing techniques with cryptographic 
techniques to enhance the efficiency to address the 
security and privacy issue of PHR systems. Authors in 
[23] reviewed different access models which were 
designed to resolve patients’ privacy issues facing the 
EHR systems and showed that most of the work being 
done was based on the extension of Role Based Access 
Control (RBAC) to achieve privacy and security in 
healthcare. To improve trust between patient and EHR 
system, patient consent was incorporated as an integral 
part of EHR component. Authors in [24] presented 
continuous and transparent access control framework 
consisting of three core components: adaptive 
authentication, risk analysis, and data transparency 
mapped with Role Based Access Control. The adaptive 
authentication component validates the user through 
behavior profiling; risk analysis measures the amount 
of risk in user data access and data transparency allows 
patients and administrators to monitor data 
consumption and detect deviation from patient consent. 
Authors in [25] proposed a framework that mitigated 
both security and privacy risks in healthcare which in 
turn increased the confidentiality and integrity of 
patient’s information and also access to health 
information. The framework took into consideration the 
security of health-related information during syntactic 
and semantic interoperability. In addition, the 
framework incorporated an audit trail system to monitor 
the activities and transactions in the system. In [26] and 
[27] the Health Insurance Portability and 
Accountability Act (HIPAA) and international 
standards published by the International Organization 
for Standardization (ISO) were compared. HIPAA is an 
integrated act to provide confidentiality, integrity and 
accessibility of EHR in the US, whereas ISO standards 
such as ISO 20000,ISO 27001 have been used for 
security of EHR.In parallel with widespread use of 
information technology, electronic attacks may affect 
the important terms of EHR; these attacks may change 
personal information without permission. Privacy of 
EHR is very important but since they include health 
information from different systems and organizations, 
there is a risk of security of personal records and system 
fails to provide security. ISO20000 and ISO27001 are 
used to provide information security in health sector 
and relevant laws and by laws are referred for sanction. 
HIPAA laws can be given international standard form 
like ISO standards and establishing integrated laws like 
HIPAA will provide maximum security for EHR. 
B.  Proposed Interoperability Framework  
In view of the deficiencies of the different 
interoperability mechanisms reviewed above, a 
framework that deals both with the security and 
semantic interoperability of EHR is proposed in this 
paper. The proposed framework combine a Hierarchal 
based approach and a Similarity based approach so that 
both issues can be resolved. Users of the proposed 
framework can be patients. The framework is divided 
into 4 layers as shown in Figure1 below. 
Layer 1- Data layer: The first layer manages data in 
the cloud. This layer contains repositories to store data 
related to EHR from hospitals. All information in 
documents like patient information, EHR’s and other 
system of records located on cloud will be stored here. 
On this layer, MySQL database is used to store data.  
Layer 2- Syntactic Interoperability Layer: This layer 
will define all the archetypes related to the different 
kinds of data such as blood pressure and Syntactic 
separation of the EHR data. This means that data is 
extracted from the database from first layer and 
separated into various subcategories such as clinical, 
personal, and financial and research related data into 
meaningful entities. Fast Healthcare Interoperability 
Resource (FHIR) [28] is used here. 
Layer 3- Semantic Interoperability Layer: This layer 
will define all the repositories to store archetypes and is 
responsible for semantic interoperability of the EHR 
dataset. This layer is divided into two subcategories, 
model of use and model of meaning. Model of use 
include generic information model and data structure of 
healthcare data. Model of meaning include different 
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health terminologies and for this we will use SNOMED 
CT standard [29] and domain level and top-level 
ontology will be treated here. For semantic 
interoperability, the similarity analyzer is very 
important and is placed with the cloud based EHR. 
Similarity analyzer performs various functions such as 
data structuring, data mapping, data modeling and 
conflict removal. Data is structured into various 
archetypes which provide specific information about an 
object such as blood pressure. Different types of 
conflicts are removed from the data to model data into 
common types which can be interpreted by different 
stakeholders. The similarity analyzer is fully explained 
in the part B of this section. 
Layer 4: Data Exchange Layer: 
This layer defines how the data will be transferred to 
different stakeholders. Archetypes specify the design of 
the clinical data that a Health Care Professional needs 
to store in a computer system. Archetypes enable the 
formal definition of clinical content by domain experts 
without the need for technical understanding.  These 
conserve the meaning of data by maintaining explicitly 
specified and well-structured clinical content for 
semantic interoperability. These can safely evolve and 
thus deal with ever-changing health knowledge using a 
two-level approach.   
 
 
Figure 1. Proposed Interoperability Framework. 
C.  Similarity Analyser for Semantic Interoperability: 
Data interoperability goal is achieved when 
heterogeneous systems problems are resolved through 
ontology matching and through accurate mapping file 
generation and it helps in clinical message conversion 
from one standard to another. Healthcare standards play 
an important role in achieving interoperability between 
EHR systems [30]. Each healthcare system has its own 
goals and objectives. These include: 
 HL7: Related to messaging. 
 SNOMED CT: Related to terminologies [31]. 
 Open EHR and HL7 CDA: Clinical 
information and patient records. 
 DICOM: Digital imaging and communication 
in medicine that is related to imaging and 
communication in medicine [32]. 
 Two organizations are interoperable, if they are 
complaint with the same standards. Problem arises 
when different healthcare system uses different 
standards e.g. Open EHR complaint system cannot 
directly communicate with HL7 complaint system.  
For this problem one solution is ontology mapping 
which is the process of eliminating the terminological 
and conceptual conflicts and discovering similarities 
and for this purpose similarity analyzer is introduced in 
our proposed framework and AI mapping techniques 
are used in similarity analyzer. So, by using AI 
mapping, we can standardize clinical data records 
quickly and efficiently. 
Working of Similarity Analyser Using AI: 
Similarity analyzer performs various functions such as 
data structuring, data mapping, data modeling and 
conflict removal. Data is structured into various 
archetypes which provide specific information about an 
object such as blood pressure. Different types of 
conflicts are removed from the data to model data into 
common types which can be interpreted by different 
stakeholders in healthcare. So, the main task of 
similarity analyzer is that it takes the query from one 
hospital, analyze the standard or variation and then 
convert it into a standard format and reply back the 
required information in the desired standard. 
For this purpose, the EHR data is classify into following 
types. 
 Numeric Data. 
 Textual Data. 
 Images.  
 
Numeric Data: 
For numeric data variations, we use Rule Based 
technique to convert the numeric data from one format 
to another. A simple example is that one hospital can 
use the patient’s date of birth format like D/M/Y and 
the other hospital use the format like M/D/Y, so for this 
problem, Rule Based technique is used which work 
according to the query and convert the numeric data 
into desired format.  
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Textual Data: 
For Textual data, we classify data into two main 
components. One is unstructured data like physical 
examination reports, clinical laboratory reports, 
doctor’s notes, summaries and other one is medical 
terminologies. 
For unstructured data, Natural Language Processing 
(NLP) technique is used. NLP extract information from 
unstructured data and converts it into supplement and 
enriched structured medical data. NLP technique target 
at unstructured textual data and convert it into machine 
readable structured data by using Machine Learning 
(ML) techniques.  
An NLP pipeline comprises of two main components. 
(1) Text processing and (2) classification. Through text 
processing, the NLP identifies the series of disease 
relevant keywords in the clinical notes, clinical 
laboratory notes based on patient’s history database and 
then further analysis can be done on the reports and then 
these relevant keywords then enter and enrich the 
structured data and help in clinical decision making.  
For Medical Terminologies, proposed similarity 
analyzer will use the Word2Vec  AI 
technique.Word2Vec technique embed the words 
.Machine learning and deep learning cannot access text 
directly ,so we need some sort of numeric 
representation so that the algorithm ca process the data. 
In simple machine learning techniques, relationship 
between words cannot be reserved, so Word2Vec 
technique is used to embed the words. Word2Vec is 
used to generate word embedding in a given text corpus. 
Word embedding means mapping of word in a vector 
space. So, it preserves the relationship between words 
and deals with addition of new words in a vocabulary. 
The main objective is to cause the words that occur in 
similar context to have similar embedding. Two 
algorithms CBOW and Skip gram are used to generate 
vectors from words. CBOW predicts the target words 
from context and Skip gram algorithm is used to predict 
the context words from target. So, to improve the 
accuracy, we have to increase the training datasets, 
vector dimensions and window size but the drawback is 
that it increases the time duration. 
 
Images: 
 For images processing, our proposed similarity 
analyzer use auto encoder technique which is a deep 
learning technique in which we add the images of 
different disease and then if there is a query arrived then 
it can predict the similarity in an unsupervised manner. 
D.  Proposed Security Framework: 
 Our proposed security framework utilizes simple 
access control techniques such as passwords and PIN to 
limit access to patient information to authorized 
individuals, for example the patient's doctors or nurses. 
For encryption, the symmetric block chain cipher 
Advanced Encryption Standard (AES) is used to protect 
classified EHR data from various health entities with 
different standards before storing data into the cloud 
repository as shown in Figure 2.  
 
Figure 2. Adopting AES as a security measures in 
proposed interoperability Framework. 
 
In addition to data encryption, a model is proposed for 
filtering out malicious traffic from accessing the EHR 
data. The proposed security model is shown in Figure 
3. The proposed security model has two main 
environments: Network Environment and Cloud 
Environment.  
Network Environment is a comprehensive security 
framework to assess the network traffic which contain 
healthcare traffic having health related data and allow 
only legitimate users and deny others. Data can be 
collected by using different simulators and software 
like wire shark, Fire eye etc.  
Cloud Environment combines both static and dynamic 
filtering capabilities. The process involves examining 
the behavior of the traffic in the cloud environment 
based on the originating sources and assigning them the 
entry points as illustrated in below Figure 3. The points 
are assigned based on or malicious traffic patterns and 
access to the resource is restricted if allotted points 
cross the threshold, which is specified according to the 
availability of the resource accessed. This enables the 
creation of a pool of all the restricted nodes. The 
restricted nodes can be taken out from the pool and 
access is granted when the desired resource becomes 
available. This technique allows a resource over the 
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Figure 3. Proposed Security Model for filtering 
malicious traffic from accessing EHR data. 
III.  RESULTS AND DISCUSSIONS 
In this section, we provide experiments using our 
similarity algorithm based on Word2Vec AI technique. 
The experiment is performed in python language .In our 
initial experiment, the dataset of diseases with their 
symptoms is used and we used Euclidean distance 
algorithm, with Word2Vec two algorithms CBOW and 
Skip gram to find out the semantic similarity for the 
word disease “pneumonia”. Results are shown in the 
Table 1. We concluded that as we added the symptoms, 
the accuracy improves and it is shown in the table that 
skip gram provides high accuracy and there are more 
chances to predict the similar words related to the given 
disease. 
Table 1 Word2Vec word similarity for the word 
pneumonia 







Cough 0.86 0.97 
Infection 0.81 0.87 
Lung-nodule 0.79 0.80 
Bronchitis 0.75 0.79 
IV.  CONCLUSIONS 
In healthcare, semantic interoperability has prime 
importance and achieving semantic interoperability 
needs user intervention, therefore, the possibility of 
controlling and managing secured sharing of EHR is 
limited. Semantic interoperability requires different 
levels of interaction within the organization as well as 
outside the organization, which is very difficult to 
achieve. In addition, healthcare data is highly sensitive 
and required high level security, which may vary from 
person to person and from organization to organization. 
Our proposed a framework aims to resolve both issues 
Our proposed similarity analyzer help in overcome the 
issue of semantic interoperability during the exchange 
of the electronic health records between organizations 
using AI techniques. We proposed that the semantic 
interoperability is required in terms of numerical, 
textual, and images-based information. We provide 
detailed assessment of two Word2Vec algorithm 
CBOW and Skip Gram to find the semantic similarity 
of the numerical and textual based disease dataset and 
show their accuracy. The future work includes the 
implementing of the semantic interoperability in our 
proposed framework based on the images in the 
electronic health records.  
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